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Abstract

Timely detection and mitigation of software vulnerabilities is es-
sential for maintaining secure systems. While recent research has
applied Transformer-based models to automatically identify vul-
nerabilities from sources such as GitHub issues, these approaches
do not classify the detected vulnerabilities. Without systematic
classification, it becomes difficult to prioritize issues, link them
to remediation strategies, or integrate them into broader security
workflows. This paper introduces a novel approach for automated
vulnerability categorization using Large Language Models (LLMs)
and Retrieval-Augmented Generation (RAG) within the Common
Weakness Enumeration (CWE) framework. We present a RAG-
based pipeline for CWE labeling and systematically evaluate multi-
ple retrieval strategies to assess their effectiveness and efficiency.
The results demonstrate that our approach achieves competitive
performance compared to prior state-of-the-art methods, despite
operating entirely in a zero-shot setting without any task-specific
training. Moreover, the proposed method enables accurate and
cost-effective vulnerability classification, helping to reduce the gap
between discovery and remediation in the vulnerability lifecycle.
This work highlights the potential of retrieval-driven approaches to
enhance the automation, scalability, and practicality of vulnerability
management across the software ecosystem.

CCS Concepts

« Computing methodologies — Machine learning approaches;
Security and privacy — Vulnerability management.
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1 Introduction

Early vulnerability detection is essential in modern systems.
In the digital age, the world is run on software, computer systems,
and network infrastructures. The increasing dependency on digital
systems in everything, from power grids to the world economy,
makes vulnerabilities in such systems possibly catastrophic on a
global scale. In addition, the accumulated pressure to accelerate
software development increases the risk and frequency of such
vulnerabilities being introduced. In fact, the Google Threat Intelli-
gence Group has observed a rising trend in zero-day exploitations
since 2021 [14]. Zero-day vulnerabilities are of particular concern,
as they constitute flaws in software, hardware, or firmware that are
unknown or not recognized by the manufacturer [8]. Closing the
gap between the emergence, discovery, and disclosure stages of the
vulnerability lifecycle is therefore crucial.

Vulnerability detection and weakness identification remain
predominantly manual tasks. Over the years, several databases
have been developed to systematically track and report software
vulnerabilities. One of the most widely recognized is the Common
Vulnerabilities and Exposures (CVE) system, maintained by the
MITRE Corporation [1]. The CVE system plays a pivotal role in
the coordinated identification, classification, and public disclosure
of vulnerabilities, offering a standardized framework that ensures
consistency across the cybersecurity community. Each CVE en-
try is a machine-readable record that includes, at a minimum, a
brief description of the vulnerability, the affected products and ver-
sions, and at least one relevant reference such as a GitHub issue [2].
Closely related to the CVE system is the Common Weakness Enu-
meration (CWE), a community-maintained taxonomy comprising
more than 900 weaknesses also managed by the MITRE [3]. While
CVE entries document specific, individual vulnerabilities, CWE
provides a standardized taxonomy of common software and hard-
ware weakness types that can lead to such vulnerabilities. Despite
the availability of these standardized systems, the process of vul-
nerability detection and weakness identification remains heavily
dependent on manual effort and expert knowledge. As a result,
detection continues to be labor-intensive and error-prone [29], cre-
ating a significant bottleneck and highlighting the urgent need for
automation and intelligence in this domain.
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LLMs can detect early vulnerabilities, but without catego-
rization their usefulness remains limited. Recently, the rise
of Transformer-based architectures and Large Language Models
(LLMs) has led to applications across diverse software engineer-
ing tasks, including code completion/refactoring, revisioning, and
vulnerability detection [19]. Prior work with LLMs has primarily fo-
cused on identifying bug risks within code snippets [10, 20, 25, 31],
often relying on static code analysis to detect vulnerabilities in well-
defined contexts. In contrast, Cipollone et al., investigated the use of
Transformer-based models for the automated detection of yet-to-be
disclosed vulnerabilities by leveraging textual knowledge sources
such as GitHub issues and social media discussions [15]. The study
demonstrates that Transformer-based models can achieve competi-
tive accuracy in vulnerability detection. Nonetheless, the proposed
pipeline is limited in that it produces only brief textual descriptions
of vulnerabilities without providing any structured classification
or integration into the CWE. Without categorization, prioritizing
vulnerabilities, linking them to remediation strategies, or integrat-
ing them into security workflows becomes difficult, reducing their
practical value for companies and organizations.

CWE’s complexity makes reliable vulnerability categoriza-
tion challenging. Automatically categorizing vulnerabilities may
seem straightforward, but in practice it is a highly complex task.
The CWE database is organized as a forest-like hierarchy in which
categories become increasingly abstract at higher levels [4]. Each
CWE entry contains examples, detailed descriptions, related attack
patterns, and sometimes mitigation strategies. Several attempts
tried to automate CWE classification [9, 11, 12, 17, 22, 26, 27, 32],
often by training task-specific models. However, the scarcity of
labeled data for many CWE categories restricts the size of usable
training datasets and results in low classification accuracy. LLMs
offer a potential alternative for this task, yet their direct application
faces significant challenges. Feeding the entire CWE database to an
LLM would require processing more than 3 million tokens, which is
computationally impractical. Moreover, as input size grows, LLMs
are increasingly prone to hallucinations [24], reducing the reliabil-
ity of classification. In this setting, misclassification is far from a
minor issue: assigning a vulnerability to the wrong category can
mislead remediation efforts and leave critical flaws unaddressed.
Reliability is therefore crucial, highlighting the need for robust
approaches that go beyond naive reliance on “raw” LLM outputs.

Scope. In this paper, we explore the use of Retrieval-Augmented
Generation (RAG) [23] as a way to improve automated vulnerabil-
ity categorization. Specifically, we extend the pipeline proposed by
Cipollone et al. by incorporating the CWE database as an external
knowledge base and leveraging the vulnerability description gener-
ated by the model as the query. In doing so, we aim to close a critical
gap in prior work by moving beyond solely vulnerability detection
and toward structured categorization. Our results show that this
approach is both viable and practically useful, demonstrating the
potential of RAG to facilitate efficient and low-cost vulnerability
identification. Ultimately, such methods can help accelerate the vul-
nerability life cycle, support more reliable remediation, and reduce
the risk of exploitation.

Contributions. In this paper, we make four major contributions:
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o To the best of our knowledge, this is the first study to explore
the use of LLMs and RAG for automated CWE labeling and vul-
nerability categorization.

e We design a task-aware RAG framework and conduct a compre-
hensive ablation study to assess the effect of different retrieval
and reasoning strategies on classification performance.

e We extend prior work on automated vulnerability detection from
GitHub issues [15] by introducing a framework that also performs
categorization of vulnerabilities.

o Our results demonstrate that RAG can effectively support vulner-
ability labeling, achieving performance comparable to previous
state-of-the-art methods without any pre-training or fine-tuning.
This highlights its strong potential for integration into future
automated vulnerability management pipelines.

2 Background & Related Work

In this section, we begin with an overview of CWE, followed by a
discussion of prior research on automatic CWE classification.

Common Weakness Enumeration (CWE). As noted in Sec. 1,
the CWE is a community-driven catalog of over 900 weaknesses [3]
that describe conditions in firmware, hardware, or software which
may lead to vulnerabilities [4]. A weakness is not itself a vulnera-
bility, but rather an underlying cause e.g., “missing authentication”,
“improper bounds check”, or “stack-based buffer overflow” [3]. The
CWE is organized in a forest-like hierarchy, where categories be-
come increasingly abstract toward the top. The abstraction lev-
els are “Pillar”, “Class”, “Base”, and “Variant”, ranging from the
most general to the most specific [4]. For practical purposes, “Base”
and “Variant” weaknesses are typically used for classification. To
improve consistency, CWE provides vulnerability mappings that
define whether a weakness is allowed, allowed-with-review, discour-
aged, or prohibited for labeling. In addition, subsets of weaknesses
are grouped into Views to support specific use cases [3]. In this
work, we consider CWE-1000 and CWE-1003. CWE-1000 represents
the full conceptual hierarchy of weaknesses, while CWE-1003 offers
a simplified view tailored for vulnerability categorization [6].

Automatic CWE classification. Previous work has explored auto-
mated CWE categorization using methods such as Naive Bayes [26],
Boruta feature selection [12], BiGRU and TextCNN [27], BERT-
based models [17, 30], and TF-IDF retrieval [11]. However, these
approaches are limited by data sparsity: more than 800 out of the 881
valid CWEs remain rarely used following a logarithmic distribution.
This results in a intense focus only on frequent CWEs [11, 12, 26, 32],
and high overhead, low precision, and reduced accuracy on less
common categories or larger subsets of the CWE list [9, 17, 22, 27].
Notably, ThreatZoom [9] employed a tree-like hierarchical pipeline
of neural networks that leveraged the CWE structure. While it re-
ported 92% accuracy on view CWE-1003, performance dropped to
75% on the full dataset with 364 CWEs. The approach also incurred
high overhead and imprecision, since predictions were defined as
paths along the tree rather than single CWEs. To reduce overhead
and improve precision, Kota et al, [22] divided view CWE-1003
into top and bottom layers and applied BERT-based cross-encoder
classifiers per layer. However, this design further reduced accuracy
to 72.1% across 130 CWEs.
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Table 1: Statistics of the dataset splits.

. . . Samples in CWEs in
S le S # Posit; # Negat # CWE
ample Size ositive egative S View 1003 (%) View 1003 (%)
Small 306 1457 45 98.04 86.67
Medium 1364 5055 114 98.31 88.60
Large 3410 12620 152 98.12 78.95

In contrast, our work does not emphasize additional training
but instead expands the capabilities of pre-trained LLMs through
RAG. By leveraging advanced retrieval and minimizing dependence
on training data, we aim to address the imbalance between the
abundance of CWE labels and the scarcity of real-world examples.

3 Methodology

In this section, we present our novel RAG-based pipeline for auto-
matic CWE classification. To the best of our knowledge, no prior
work combines the semantic understanding of LLMs with RAG to
accurately map detected vulnerabilities to CWE classes.

We first describe the construction of our CWE dataset, tailored
for efficient retrieval in RAG. Next, we provide a detailed overview
of the RAG pipeline. We show how this pipeline was integrated into
the Cipollone et al. vulnerability detection framework, enabling
both detection and classification of vulnerabilities and offering a
fully automated solution with potential for production use.

Dataset creation. Due to the complexity of CWE assignments,
rigorous data curation and filtering are necessary. To construct the
dataset, we follow the methodology of Cipollone et al. [15]. Specifi-
cally, we collect CVEs from January 2019 to March 2025, retaining
only those that reference GitHub issues and excluding those un-
der examination or rejected. We focus on GitHub issues because,
as noted in [15], it represents one of the most critical sources for
defining and interpreting software vulnerabilities; nonetheless, our
approach is general and can be applied to other textual sources as
well. The remaining issues within the same repositories are used as
negative examples. In addition, we discard issues exceeding 8,191
tokens, as this surpasses the context limit of the embedding model
employed for the XGBoost classifier [15]. For each retained GitHub
issue, we collect the textual description, relevant metadata (e.g.,
creation date), and any associated code snippets.

We then enrich the dataset by assigning CWE labels to each
CVE. The task of assigning CWE labels is handled by CVE Num-
bering Authorities (CNAs) [5], though disagreements often arise.
To resolve such conflicts, we rely on the CNA’s acceptance level,
which reflects its credibility. Acceptance levels are divided into four
categories: “Reference”, “Contributor”, “Provider”, and “NVD” (i.e.,
National Vulnerability Database). Among these, “Reference” rep-
resents the lowest level of credibility, while “Provider” and “NVD”
are considered equally authoritative [7].

With this in mind, we apply a structured CWE filtering pro-
cess. First, we discard all CVEs that contain no CWE information
(i.e., those labeled as “NVD-CWE-Other” or “NVD-CWE-noinfo”
across all CNAs), since they are not assigned any valid CWE. For
the remaining CVEs, we prioritize the labels assigned by CNAs
whose acceptance level is “Provider” or “NVD”. If such labels are
present, all others are discarded. When labels come from the source
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Figure 1: RAG pipeline.

nvd@nist.gov, we prioritize those as well, even if their acceptance
level is listed below “NVD”. This is because such entries are issued
by NVD analysts and should carry NVD credibility, and we treat
any discrepancy as human error. After this step, if all remaining
CNAs agree on a single CWE label, we assign that label to the CVE;
otherwise, we remove the CVE as we cannot reliably determine
the correct classification. Since our study focuses on single-label
categorization, we only keep CVEs with exactly one assigned CWE.
However, this restriction is not overly limiting, as the vast majority
of CVEs (around 97%) require only one CWE label.

At the beginning of the process, an initial inspection of the data
indicated approximately 133,151 valid CVEs before any filtering
was applied. After applying our structured CWE filtering process
112,759 CVEs remain. A large portion of these were discarded be-
cause they were not linked to GitHub issues. After this step, 6,443
CVEs remained, roughly half of which were further removed be-
cause they originated from repositories that were not sufficiently
represented in the negative dataset. This left 3,675 CVEs, and after
discarding CVEs associated with issues exceeding 8,191 tokens,
3,410 were retained.

From this dataset, we further construct three splits: (i) Small:
contains GitHub issues from the top 50 repositories since 2023; (ii)
Medium: includes 40% of all collected issues, with the remaining
60% reserved for XGBoost training; (iii) Large: comprises the entire
dataset and is employed for retrieval and RAG evaluation, as no
additional training is required. The detailed statistics of the three
dataset splits are presented in Table 1.

RAG-based pipeline for CWE classification. We now present
our novel pipeline for CWE classification, shown in Fig. 1.

We begin with () the preparation of CWE documentation. For
each CWE entry, we retain its key fields, i.e., description, extended
description, and examples. When any of these fields are missing,
we use an LLM to complete them via few-shot prompting with up
to three in-context examples. These examples are constructed by
artificially masking the corresponding fields from other complete
CWE entries. The resulting documentation is then split into coher-
ent segments of up to 800 tokens, with segmentation aligned to
sentence or field boundaries to preserve semantic integrity. Each
segment is tagged with metadata linking it to its original CWE
entry. This process ensures that the documentation is both compre-
hensive and retrievable with sufficient granularity. The processed
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CWE documentation is (2) stored in a FAISS (i.e., Facebook Al
Similarity Search) knowledge base [18].

With the knowledge base in place, GitHub issues are then intro-
duced into the pipeline. An initial LLM (3) filters out issues that are
not associated with vulnerabilities. For the remaining issues, the
model generates a concise description of the related vulnerability,
along with additional information that includes an extended de-
scription and a demonstrative example. This additional information
is tailored for retrieval against CWE documentation rather than
tied to the specific instance in the issue. This step uses few-shot
prompting with three in-context examples: two positive examples
derived from CWE entries, containing correct vulnerability de-
scriptions and demonstrative examples used as ground truth, and
one negative example corresponding to a non-vulnerability issue.
The resulting vulnerability information is then embedded using
BAAI/bge-large-en-v1.5 [13] and compared against the knowl-
edge base to retrieve the top-K candidate CWE entries. We selected
BAAI/bge-large-en-v1.5 because it is open source and achieved
the strongest performance in our preliminary evaluation.

Finally, the retrieved CWE candidates and their documentation
are combined with the previously generated vulnerability descrip-
tion and (» passed to an LLM using zero-shot prompting. The
model reasons over this information to (5) determine the most
suitable CWE label, without the need for task-specific examples.
We observed that performance improves when additional context
is provided; therefore, we supplement the retrieved chunks with
the full original CWE documentation, beyond what is stored in
the FAISS knowledge base. However, in the interest of fairness, we
exclude documentation that may directly link back to any specific
CVE.

The full combined pipeline. By integrating our RAG pipeline
with the Cipollone et al. Transformer-based vulnerability detection
solution, we obtain the complete pipeline shown in Fig. 2. In this
configuration, each GitHub issue is first embedded and classified
using the XGBoost model. Specifically, issues are mapped into a
continuous vector space, enabling the capture of semantic patterns
that may not be evident from the raw text alone. These embeddings
serve as input features for the classifier trained to output a binary

E@
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— & Expand Model DB
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=|— Context
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Figure 2: Full combined pipeline.
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Table 2: Confusion matrix of the LLM vulnerability classifier.

Prediction
Ground Truth  Negative Positive
Negative 11463 (TN) 1157 (FP)
Positive 263 (FN) 3147 (TP)

decision indicating whether a GitHub issue is related to a vulnera-
bility. For issues predicted as vulnerabilities, an LLM is prompted
to further filter potential false positives. If the issue is confirmed as
a vulnerability, the LLM generates a description along with the ad-
ditional information optimized for retrieval. This enriched textual
representation is then passed to the RAG pipeline, which performs
CWE categorization as described earlier.

4 Evaluation

In this section, we provide a detailed evaluation of the proposed
solution described in Sec. 3. Specifically, we aim to answer the
following questions:

Q1 Can prompting strategies or documentation-generation tech-
niques improve retrieval effectiveness for vulnerability catego-
rization?

Q2 Does the proposed pipeline outperform pure retrieval-based or
pure LLM-based approaches for CWE classification?

Q3 How well does the pipeline adapt to different retrieval systems?

Q4 How does the proposed approach compare with current state-
of-the-art solutions?

Evaluation setup. Since retrieval is the main bottleneck in RAG
performance, we first identify the most effective retrieval strategy
before evaluating the complete RAG pipeline and the full combined
system. For retrieval evaluation, we measure top-K accuracy with
K € {1,5,10,15,20}. A sample is considered correctly categorized if
the correct CWE appears among the top-K retrieved candidates, re-
gardless of its position. In the evaluation of the RAG and combined
pipelines, K represents the number of CWE candidates retrieved
prior to the reasoning step, where the model selects a single final
category. Consequently, all RAG and combined pipeline results cor-
respond to top-1 accuracy, evaluated over different top-K retrieval
settings. For completeness, all experiments are conducted on both
views CWE-1000 and CWE-1003.

In our experiments, we focus exclusively on true positives, ie.,
GitHub issues identified as actual vulnerabilities. The remaining
samples are excluded since they lack meaningful vulnerability de-
scriptions required for retrieval. As a result, a small portion of
positive samples and consequently some CWEs were lost due to
false negatives produced by the LLM filter. However, as long as the
dataset remains sufficiently large, the reduced number of CWEs

Table 3: True positive sample statistics.

Samples in CWEs in

Sample Size # Samples # CWEs View 1003 (%) View 1003 (%)

Small 296 44 97.97 86.36
Medium 1264 109 98.42 89.91
Large 3147 148 98.16 79.73
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(a) Basic retrieval.
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Table 4: Results of the retrieval-only experiments.

(b) Enhanced description.

(c) Enhanced description and documentation.

K | CWE View | Class | Accuracy | Precision | Recall | F1-score K | CWE View | Class | Accuracy | Precision | Recall | F1-score K | CWE View | Sample Size | Accuracy | Precision | Recall | F1-score
1 1000 Light 0.1926 04640 | 0.1926 | 0.2303 1 1000 Light | 0.4324 06469 | 0.4324 | 0.4619 1 1000 Small 0.4122 05885 | 0.4122 | 04266
Normal |  0.1520 0.5038 0.1520 | 0.1733 Normal |  0.3007 0.4904 0.3007 | 03111 Large 0.4480 0.5836 | 0.4480 | 0.4624
Heavy | 0.1993 0.5566 | 0.1993 | 0.2320 Heavy 0.3209 0.6797 | 03209 | 0.3334 1003 Small 0.5507 06703 | 0.5507 | 05523
1003 Light | 0.3547 05740 | 0.3547 | 0.3817 1003 Light 05000 0.6244 | 05000 | 0.4884 Large U253 UIG572 RS 5 N 05550
Normal | 02601 0.6297 | 02601 | 0.2889 Normal | 05000 0.6868 | 05000 | 0.5062 3 1000 Sl 0.6453 08431 | 0.6453 | 07052
Heavy | 0.3209 06200 | 03209 | 03551 Heavy | 05101 06639 | 0.5101 | 05018 1003 IS-?nrflel g‘ggx g'ggz; g'zgx g'ggg
5 1000 Light | 03986 08293 | 03986 | 0.4674 5 1000 Light | 0.5709 08369 | 0.5709 | 0.5854 o 07718 oser2 | omis | onssy
ge
Normal | 0.4527 0.8464 | 0.4527 | 0.5077 Normal | 0.5439 0.8627 | 05439 | 0.5866 w 1000 S T CSUSEm BT S00R WO
Heavy | 0.4595 0.8017 | 04595 | 0.4965 Heavy | 0.5439 0.8438 | 05439 | 0.5766 Large g oo | oo | oo
1003 Light | 05676 0.8770 | 0.5676 | 0.6308 1003 Light | 0.6419 0.8963 | 0.6419 | 0.6787 1003 Small 0.8514 08914 | 0.8514 | 08644
Normal | 05541 0.8376 | 05541 | 0.6162 Normal | 0.6453 0.8998 | 0.6453 | 0.6986 [ 0.8411 09040 | 0.8411 | 08508
Heavy | 05709 0.8556 | 0.5709 | 0.5994 Heavy | 0.6149 0.9048 | 06149 | 0.6372 5 1000 Small 07872 09298 | 07872 | 08359
10 1000 Light 0.4730 08392 | 04730 | 0.5289 10 1000 Light | 0.6047 0.9049 | 0.6047 | 0.6425 Large 0.7318 09352 | 0.7318 | 07855
Normal | 0.5304 0.8824 | 0.5304 | 0.6011 Normal | 0.5980 09329 | 05980 | 0.6478 1003 Small 0.8953 09042 | 0.8953 | 0.8948
Heavy | 0.5405 0.8973 | 05405 | 0.5875 Heavy | 0.6081 0.9386 | 0.6081 | 0.6547 Large 0.8700 09311 | 0.8700 | 0.8827
1003 Light 0.7162 09150 | 07162 | 0.7865 1003 Light 0.8209 0.9074 | 08209 | 0.8535 20 1000 Small 0.8243 09422 | 0.8243 | 0.8714
Normal | 0.7365 0.9163 | 0.7365 | 0.7906 Normal | 0.8277 09360 | 0.8277 | 0.8704 Large 0.7703 0.9357 | 0.7703 | 08133
Heavy 0.7230 0.8827 0.7230 | 0.7623 Heavy 0.6858 0.9501 | 0.6858 | 0.7448 1003 Small 0.9223 09411 | 0.9223 | 0.9261
15 1000 Light 05372 08423 | 05372 | 05816 15 1000 Light 0.6385 09213 | 0.6385 | 0.6861 Large 0.3881 0.9528/][10.8881 | 0.9060
Normal | 0.5946 0.9201 | 0.5946 | 0.6724 Normal |  0.6318 0.9544 | 06318 | 0.6846
Heavy | 0.5845 0.9022 | 05845 | 0.6393 Heavy | 0.6385 0.9662 | 0.6385 | 0.6877
1003 Light | 0.8243 09144 | 0.8243 | 0.8615 1003 Light 0.8581 0.9228 | 0.8581 | 0.8835
Normal | 07872 0.9403 | 07872 | 0.8337 Normal | 0.8649 09521 | 0.8649 | 0.9017
Heavy | 0.7905 09214 | 07905 | 0.8238 Heavy | 08142 09552 | 08142 | 0.8691
20 1000 Light 05777 08851 | 05777 | 0.6507 20 1000 Light | 0.6858 09183 | 0.6858 | 0.7440
Normal | 0.6419 09182 | 0.6419 | 0.7089 Normal |  0.6757 0.9544 | 06757 | 0.7415
Heavy | 0.6284 0.9253 | 0.6284 | 0.6940 Heavy | 0.6622 0.9730 | 0.6622 | 0.7105
1003 Light | 0.8581 0.939 | 0.8581 | 0.8933 1003 Light | 08818 09184 | 0.8818 | 0.8938
Normal | 0.8243 0.9480 | 0.8243 | 0.8659 Normal | 0.8851 0.9487 | 0.8851 | 0.9125
Heavy | 0.8243 0.9380 | 0.8243 | 0.8580 Heavy | 0.8784 0.9490 | 0.8784 | 0.9090

should not significantly affect the reliability of our evaluation. Ta-
ble 2 reports the confusion matrix of the LLM-based vulnerability
classifier, while the statistics of the true positive dataset are pre-
sented in Table 3.

Baseline. To assess the effectiveness of RAG in addressing Q2, we
first establish a baseline for comparison. This baseline is a simple
approach in which the entire CWE documentation is provided to
an LLM (i.e., GPT-40 mini) together with the vulnerability descrip-
tion. For view CWE-1000, this amounts to approximately 2.5 million
tokens, which must be divided into chunks of 100,000 tokens to fit
within the model’s context window. Each chunk is split between
CWE entries to avoid fragmenting them, and the LLM is asked to
identify which CWEs, if any, correspond to the given vulnerability
description. The CWEs identified across all chunks are then aggre-
gated and presented to the LLM in a final prompt to determine the
most appropriate category.

Metrics. We utilize standard performance metrics including accu-
racy, precision, recall, and F1-score. Given the high data sparsity,
we report the weighted average for each metric, which accounts for
class imbalance by averaging metric values across classes according
to their support.

Q1: Enhanced prompting and expanded CWE documenta-
tion helps the categorization. We first examine how different
prompting strategies and knowledge base formats affect retrieval
accuracy. To assess so, the CWE documentation was converted
into structured markdown text with three levels of descriptiveness:
Light, Normal, and Heavy, each serving as a separate experimental
knowledge base. Three experiments were conducted. The first used
the LLM-generated vulnerability description from the Cipollone
et al. pipeline for retrieval. The second expanded this description
with structured and generalized vulnerability information to test
the effect of prompt engineering, incorporating a description, an

extended description, and an illustrative example. The third experi-
ment used an LLM to fill in missing fields in the CWE documenta-
tion, such as the extended description and example, to better align
the knowledge base with the structured queries from the second
experiment and improve retrieval robustness. This last experiment
was conducted using the Light documentation format due to token
limits of the LLM used for enrichment (i.e., GPT-40 mini).

The results of the three experiments are presented in Tables 4a, 4b,
and 4c. Tables 4a and 4b report results on the Small test set, while
Table 4c includes evaluations on both the Small and Large splits
to enable comparison and more reliable assessment. Comparing
Tables 4a and 4b, we observe that enhanced prompting, where
the LLM produces generalized vulnerability descriptions optimized
for retrieval, consistently improves performance, particularly for
smaller values of K. Further extending the CWE documentation
amplifies this effect. As shown in Table 4c, enriching the knowledge
base allows retrieval accuracy to surpass 80% for higher K values.
Across Tables 4a and 4b, the level of documentation descriptiveness
(i.e., Light, Normal, or Heavy) has little impact on overall perfor-
mance and varies slightly with K. Given the negligible performance
difference and the substantially lower token cost, we adopt the
Light documentation for the experiments described in Q2.

Q2: RAG-based approaches outperform LLMs approaches. Af-
ter evaluating different retrieval strategies from the knowledge base,
we compare the performance of our RAG-based solution with the
baseline approach for CWE classification. In the baseline, the LLM
is directly prompted to classify a vulnerability using the description
generated at the end of the Cipollone et al. pipeline, while the RAG
approach follows the design illustrated in Fig. 1. Recall that in this
setup different values of top-K are used for retrieval, and the final
LLM selects one CWE class among the K retrieved candidates. We
observe in Table 5 that our RAG solution consistently outperforms
the baseline across all evaluated metrics. Comparing the results
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of pure retrieval in Table 4c and the baseline in Table 5a, even at
K =1, RAG significantly outperforms the baseline on view CWE-
1003 and is within just two percentage points of the baseline on
view CWE-1000. The efficiency gain is also substantial: the baseline
required about $55 and roughly 24 hours of inference time for view
CWE-1000, whereas the RAG setup completed in under 15 seconds
at a cost below $1.

Our results also highlight that the final reasoning stage of the
LLM in the RAG pipeline yields only limited improvements in clas-
sification accuracy. As shown in Table 5b, accuracy increases by
~ 5% for view CWE-1000 and ~ 7% for CWE-1003. Comparing the
best large-split performance for CWE-1000 with the corresponding
retrieval accuracy at K = 20 in Table 4c, the LLM (i.e., GPT-40 mini)
correctly isolates the CWE label about 64.10% of the time. For CWE-
1003, the corresponding isolation accuracy is about 66.38%. These
results indicate that the performance gain in CWE-1003 is primar-
ily driven by improved retrieval rather than reasoning, consistent
with the findings from Q1. This difference between CWE-1000 and
CWE-1003 can be explained by the class distribution. In CWE-1003,
retrieval performance is already strong even at low K, allowing the
LLM reasoning stage to perform efficiently with fewer candidates.
In contrast, the broader class space of CWE-1000 makes retrieval the
main bottleneck at smaller K values, requiring more candidates to
achieve comparable accuracy. As expected, our experiments consis-
tently show higher performance on view CWE-1003. As explained
in Sec. 3, 97% of our samples belong to CWEs included in this view,
which contains 130 categories compared to the much larger set of
881 in view CWE-1000.

Finally, we conduct a full evaluation using the combined pipeline
illustrated in Fig. 2. In this setup, the XGBoost classifier is first used
for vulnerability detection. For GitHub issues identified as vulnera-
bilities, the LLM then generates an enhanced output that includes
both a description and an illustrative example, as discussed in Q1.
This detailed description is then passed to the RAG pipeline for CWE
classification using the best-performing configuration (reported in
Table 5b). The final results are presented in Table 5c. These results
should be interpreted in the context of Tables 4c and 5b, as much
of the reported accuracy is influenced by the negative samples
filtered by Cipollone’s pipeline. Nonetheless, the best end-to-end
accuracy remains below Cipollone’s reported 96% detection accu-
racy, highlighting that CWE categorization is a considerably more
challenging task than vulnerability detection alone.

Q3: Vector retrieval outperforms more complex methods.
We built our RAG-based pipeline using a straightforward vector
retrieval approach implemented with FAISS. However, we also
explored whether more advanced retrieval systems could offer im-
proved performance over this simple baseline.

To investigate this, we evaluated two alternatives: fusion re-
trieval [21] and a RAPTOR-inspired hierarchical traversal [28]. Fu-
sion retrieval combines the semantic understanding of vector-based
retrieval with the keyword-matching precision of BM25 [16]. For
each query, we compute similarity scores from both retrieval types,
normalize them, and combine them through a weighted sum to
obtain the final relevance score. In contrast, RAPTOR builds hierar-
chical abstraction trees through iterative LLM summarization to
enable structured retrieval. Instead of constructing such trees, we
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Table 5: Results of the pipeline experiments.

(a) Baseline.

CWE View Accuracy Precision Recall F1-Score

1000 0.4628 0.6278 0.4628 0.4885
1003 0.4358 0.5951 0.4358 0.4628

(b) RAG pipeline experiment.

K | CWE View | Sample size | Accuracy | Precision | Recall ‘ F1-score

3 1000 Small 0.4764 0.6805 0.4764 0.5063
Large 0.4779 0.6339 04779 05074

1003 Small 0.6115 0.7011 0.6115 0.6208

Large 0.6225 0.6688 0.6225  0.6255

5 1000 Small 0.4865 0.6355 0.4865 0.5060
Large 0.4827 0.6681 0.4827 0.5093

1003 Small 0.6047 0.7387 0.6047  0.6266

Large 0.6012 0.6791 0.6012 0.6141

10 1000 Small 0.4831 0.6992 0.4831 0.5079
Large 0.4881 0.6649 0.4881 0.5187

1003 Small 0.5912 0.6955 0.5912 0.6058

Large 0.5904 0.6675 0.5904 0.6047

15 1000 Small 0.4831 0.7074 04831  0.5100
Large 0.4909 0.6567 0.4909 0.5169

1003 Small 0.5709 0.6765 0.5709 0.5834

Large 0.5917 0.6570 05917  0.6004

20 1000 Small 0.4932 0.6677 0.4932 0.5115
Large 0.4938 0.6697 0.4938  0.5161

1003 Small 0.5811 0.6517 0.5811 0.5850

Large 0.5895 0.6583 0.5895 0.5983

(c) Full combined pipeline experiment.

K | CWE View | Sample size | Accuracy | Precision | Recall ‘ F1-score

3 1000 Small 0.8145 0.8638 0.8145 0.8337
Medium 0.8450 0.8744 0.8450 0.8528

1003 Small 0.8361 0.8694 0.8361 0.8488
Medium 0.8696 0.8796 0.8696 0.8718

5 1000 Small 0.8151 0.8626 0.8151 0.8341
Medium 0.8453 0.8693 0.8453 0.8521

1003 Small 0.8395 0.8734 0.8395  0.8527
Medium 0.8702 0.8813 0.8702 0.8730

10 1000 Small 0.8174 0.8655 0.8174 0.8369
Medium 0.8439 0.8663 0.8439 0.8509

1003 Small 0.8395 0.8727 0.8395 0.8514
Medium 0.8727 0.8816 08727  0.8734

15 1000 Small 0.8162 0.8670 0.8162 0.8360
Medium 0.8445 0.8769 0.8445  0.8520

1003 Small 0.8383 0.8673 0.8383 0.8490
Medium 0.8740 0.8819 0.8740  0.8738

20 1000 Small 0.8140 0.8587 0.8140 0.8328
Medium 0.8448 0.8779 0.8448 0.8525

1003 Small 0.8372 0.8664 0.8372 0.8478
Medium 0.8704 0.8805 0.8704 0.8716

leverage the existing hierarchy in the CWE taxonomy as a natu-
ral top-down structure. This allows us to efficiently traverse CWE
categories and surface increasingly specific candidates without
additional clustering or summarization steps.

Across all tested configurations, both approaches consistently
underperformed simple vector retrieval by 5-20 percentage points
relative to the results in Table 4c. Moreover, the RAPTOR-inspired
method retrieved up to twice as many documents and incurred at
least double the latency, making both approaches impractical for
this task. These findings align with observations from [28], which
reported that the collapsed tree structure achieved better perfor-
mance than hierarchical traversal. The collapsed tree considers all
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nodes simultaneously by merging them into a single retrieval space
and selecting the top-K results. Under our RAPTOR-inspired setup,
this process effectively reduces to standard vector retrieval, since
the CWE hierarchy already provides an implicit tree structure.

A possible extension would be to generate vulnerability descrip-
tions at multiple abstraction levels consistent with the CWE hier-
archy. However, this approach would significantly increase com-
putational and token costs, while offering limited expected gains.
Consequently, both fusion and RAPTOR-style retrieval are consid-
ered unsuitable for CWE categorization in our setting.

Q4: The RAG-assisted pipeline achieves competitive perfor-
mance compared to prior state-of-the-art solutions. We now
discuss how our RAG-based pipeline compares with current state-
of-the-art approaches for CWE classification. Compared to previous
work, our RAG-based approach achieves competitive results de-
spite operating entirely in a zero-shot setting without fine-tuning or
task-specific training. ThreatZoom [9] reports ~ 75% accuracy on
the MITRE benchmark, which includes fewer than half the classes
in view CWE-1000. Achieving approximately 50% accuracy in our
setup across a much larger label space demonstrates strong gener-
alization capabilities. Similarly, Kota et al., [22] report 72% accuracy
on view CWE-1003, while our best RAG configuration reaches about
62% under zero-shot conditions.

From a practical perspective, pure top-K retrieval already shows
strong potential for supporting vulnerability categorization. Our
approach narrows the candidate space from roughly 900 CWEs
to 20 in CWE-1000 (or from 130 to 5 in CWE-1003) with around
80% accuracy, significantly reducing the workload for analysts.
Previous state-of-the-art methods, such as Das et al,, [17], achieved
only 14.9%, 44.0%, and 67.5% top-K accuracy for K = 1, 6, and
20, respectively, when evaluated on CWEs not included in their
training data. Like ThreatZoom, their approach predicted paths
rather than individual CWEs, which reduced precision. Even when
restricted to CWEs seen during training, their top-1, top-6, and
top-20 accuracies are 83.6%, 91.4%, and 94.4% respectively, which
is comparable to our retrieval performance at higher values of K.
Also, in practical use, even imperfect retrievals can still be valuable,
as incorrect predictions often correspond to neighboring nodes in
the CWE hierarchy, providing meaningful directional guidance for
human analysts.

Most importantly, our RAG-based pipeline avoids any super-
vised training, which reduces bias toward specific CWEs and relies
entirely on retrieval and the latent knowledge of the LLM. This also
minimizes operational costs and allows the pipeline to be easily
improved by integrating newer LLMs, while ad-hoc supervised
approaches, though effective on specific datasets, typically require
substantial retraining efforts to generalize.

5 Limitations & Future Work

Model limitations. The high computational cost of the baseline
approach required the use of a cost-efficient model, i.e., GPT-40 mini,
which introduces several constraints on reasoning depth and output
size. In particular, GPT-40 mini is limited to a maximum of 16,384
output tokens, which restricts the complexity and length of viable
prompts and consequently limits prompt engineering flexibility.
Future work should explore the use of cutting-edge models with
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larger context and advanced reasoning capabilities (e.g., GPT-5) to
enable richer vulnerability descriptions and more comprehensive
documentation generation.

Dataset inconsistencies and hierarchical evaluation. The NVD
dataset contains several inconsistencies across CNAs, including con-
flicting annotations and occasional use of prohibited CWE labels.
These issues introduce human error into the ground truth, meaning
our pipeline may propose a more appropriate CWE classification
than the official one. Involving domain experts in the review process
could help resolve ambiguous cases and improve dataset quality.
Moreover, incorporating the hierarchical nature of the CWE tax-
onomy into evaluation would offer a more nuanced performance
metric than a flat accuracy score. For instance, classification ac-
curacy could be weighted based on the distance or relationship
between the predicted and correct CWEs within the abstraction
tree. Similarly, incorporating semantic similarity between CWEs
into the evaluation framework could provide a more informative
and realistic measure of model performance.

Unexplored RAG enhancements. This work mainly focused
on demonstrating the feasibility of automated CWE classification
rather than exhaustively exploring all potential RAG enhancements.
Several promising directions remain open for improvement. For
example, fully implementing hierarchical RAG methods such as
RAPTOR, which use clustering and recursive summarization to
construct abstraction trees, could further improve performance. Al-
though the CWE corpus already has a hierarchical structure, it is not
always ideal, as higher-level entries may not accurately summarize
their descendants. Future research could explore optimized hierar-
chical representations specifically designed for security reasoning
and retrieval.

Pre-training and fine-tuning opportunities. Finally, due to the
limitations of using a closed-weights model (i.e., GPT-40 mini), we
did not perform any pre-training. Moreover, since one of the main
motivations for adopting RAG was to reduce dependence on the
inherently sparse vulnerability data, we chose not to explore fine-
tuning. But, we hypothesize that pre-training and fine-tuning may
represent the most promising path toward achieving truly competi-
tive performance with prior state-of-the-art methods. While data
scarcity remains a challenge, the strong results obtained without
any fine-tuning or extensive in-context learning suggest that this
limitation can be addressed. Future work should therefore explore
open-weights models that allow for end-to-end adaptation and
domain-specific optimization within the RAG pipeline.

6 Conclusions

This paper assesses the feasibility and effectiveness of utilizing
RAG and more broadly, knowledge retrieval, to support automated
vulnerability categorization using the CWE database. We extend
Cipollone et al. pipeline with a retrieval-driven component, cre-
ating a valuable tool for not only timely vulnerability detection
but also precise categorization. This is an esstential step toward
understanding and addressing the underlying nature of identified
vulnerabilities. Our results demonstrate that retrieval-based ap-
proaches provide a scalable and cost-efficient path to automating
CWE classification, achieving competitive performance without
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model training or fine-tuning. This highlights the strong potential of
embedding-based retrieval in bridging the gap between vulnerabil-
ity discovery, disclosure, and remediation guidance. Future research
should investigate advanced RAG configurations, model fine-tuning
strategies, and improved data quality pipelines to address dataset
noise and scale toward fully automated security analysis.
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